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About me

» momo: Yasunari Momoi ,@’
» Internet Initiative Japan Inc., [IJ-SECT member IJ-SECT

» Office of Emergency Response and Clearinghouse for Security Information,
Advanced Security Division

» Facebook ymomoi Twitter @sbg
» Software Developer, Network Engineer, Server Engineer, Security, SOC/CSIRT

» Supporting some Open Source Software and User Community

» Special Interest
» various kind of foods, local foods

» Heavy Metal / Hard Rock Music

» Cats!




Vuls: VULnerability Scanner

» Vuls is the VULnerability Scanner written in go language.

» Develop by community: Vuls dev team

» Main developer: Kota Kanbe @kotakanbe

» Also supported by Future Architect, Inc.
» Open Source Software

» GPLV3.0

Agentless Vulnerability Scanner for Linux/FreeBSD
» Distribute with Docker image

» https://vuls.io/ TUTORIAL | | SUPPORTED OS | | GITHUB

Vuls is open-source, agent-less vulnerability scanner based ofNififormat
from NVD, OVAL, etc.



https://vuls.io/

Vuls: main feature (1)

» Vuls supports many kinds of Linux/FreeBSD systems

» Alpine Linux, Ubuntu, Debian, CentQS
» Amazon Linux, RedHat Enterprise Linux, Oracle Linux, SUSE Enterprise Linux
» Raspbian
» FreeBSD

» High flexibility
» scans local/remote machine
» scans system inside Docker container

» works in an isolated network (without the Internet connectivity)




Vuls: main feature (2)

» To improve accuracy, Vuls uses various public information sources
» NVD/CVE

» Vendor information
» OVAL (RedHat, Debian, Ubuntu, SUSE, Oracle Linux)
» Alpine secdb
» RHSA/ALAS/ELSA/FreeBSD-SA
» Changelog

» JVN (Japan Vulnerability Notes in Japanese language)




Vuls: main feature (3)

» Optionally, scanning non-0OS packages
» using configuration file and CPE information

» using output from OWASP Dependency Check
» Scanning results to Email/Slack
» Reports in local language

» Japanese users can refer JVN database :D




3. vuls@vuls-sv-centos7:~ (ssh)

381

3#2 33

[vuls@vuls-sv-centos? ~]$ vuls scan -config config.toml -results-dir /opt/vuls/
esults -log-dir /opt/vuls/log -http-proxy http://proxy
INFO [localhost] Start scanning
[localhost] config: config.toml
[localhost] Validating config...
[localhost] Detecting Server/Container 0S...
[localhost] Detecting 0S of servers...
) [localhost] (1/3) Detected: vuls-debian8: debian 8.6
[localhost] (2/3) Detected: vuls-ubuntul6: ubuntu 16,04
[localhost] (3/3) Detected: vuls-centos7?: centos 7.2.15

sanctuary2 (zsh) sanctuary2 (zsh) vuls@vuls-sv-ce...

) [localhost]
[localhost]
[localhost]

) [localhost]
[localhost]

) [localhost]

) [localhost]

Detecting 0S of containers...

Detecting Platforms...

(1/3) vuls-debian8 is running on other
(2/3) vuls-centos? is running on other
(3/3) vuls-ubuntule is running on other
Scanning vulnerabilities...

Scanning vulnerable 0S packages...

One Line Summary

vuls-ubuntul6

vuls~-debian8
vuls-centos?

ubuntul6.04 226
debian8.6 102
centos?7.2.1511 244

updatable packages
updatable packages
updatable packages

To view the detail, vuls tui is useful.
To send a report, run vuls report -h.
[vuls@vuls-sv-centos7 ~]$% I

qQpr
@ %2

CVE-2015-2806
CVE-2015-8812 I
CVE-2016-5636 |

sanctuary2 (zsh sanctuary?2 (zsh)

vuls-debian8 (debian8.6)
vuls-ubuntule (ubuntul6,04)

2]
3]

CVE-2016-7117
CVE-2016-9555
CVE-2017-7895
CVE-2017-8890

5]

7]
8]

FMEreEIr

vuls@vuls-sv-centos... 3

Stack-based buffer overflow in asnl_der_decoding in

10.9 | 100 | drivers/infiniband/hw/cxgb3/iwch_cm.¢ in the Linux
10.0 | 100 | }nteger overflow in the get_data function in zipimp
_ : Orac -hrough & € S 7
10.0 | 100 | Use-after-free vulnerability in the __sys_recvmmsg
10.0 | 100 | The sctp_sf_ootb function in net/sctp/sm_statefuns.
10.0 | 100 | The NFSvZ and NFSv3 server implementations in the L
10.0 | 100 | The inet_csk_clone_lock function in net/ipv4/inet_c

CVE-2016-6662

IMPORTANT 8.0/CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I1:H/A:H redhat

HIGH 10.0/AV:N/AC:L/Au:N/C:C/I:C/A:C nvd
IMPORTANT 7.1/AV:N/AC:H/Au:S/C:C/1:C/A:C redhat
HIGH 10.0/AV:N/AC:L/Au:N/C:C/1:C/A:C jvn
Summary

Oracle MySQL through 5.5.52, 5.6.x through 5.6.33, and 5.7.x thr
ough 5.7.15; MariaDB before 5.5.51, 10.0.x before 10.0.27, and 10
.1.x before 10.1.17; and Percona Server before 5.5.51-38.1, 5.6.x

before 5.6.32-78.0, and 5.7.x before 5.7.14-7 allow local users
to create arbitrary configurations and bypass certain protection
mechanisms by setting general_log_file to a my.cnf configuration.

NOTE: this can be leveraged to execute arbitrary code with root
privileges by setting malloc_lib. NOTE: the affected MySQL versio
n information is from Oracle's October 2016 CPU. Oracle has not ¢
ommented on third-party claims that the issue was silently patche
d in MySQL 5.5.52, 5.6.33, and 5.7.15. (nvd)

* https://nvd.nist.gov/vuln/detail/CVE-2016-6662
* https://nvd.nist.gov/vuln-metrics/cvss/v2-calculator?name=CVE-2
016-6662

mariadb-1ibs-1:5.5.44-2.el7.centos -> 1:5.5.56-2.el7



Vuls: flexibility (1)

» Vuls can be worked on various network / server configurations

» Case 1: Install Vuls on one host and scan remotely

UG




Vuls: flexibility (2)

» Case 2: Install Vuls on all hosts and scan locally

» Just copying single executable file and configuration

» Vuls outputs result in single JSON file




Vuls: flexibility (3)

» Case 3: Hybrid remote and local scan
» Vuls can scan inside Docker container

» You can collect result file using any method




Vuls: flexibility (4)

» Just single executable file

» because written in go language

» easy to use on any host (just copying!)

» Output is simple JSON file

» no server, no database host required
» you can view scanning results at any host (just copying!)

» you can copy/merge results




Vuls: scanning methods

go-cve-dictionary

Vulnerbility Database

Fetch
Vulnerability data HTTP

» Vuls has 3 scanning methods

» fast scan (offline) o sm

» fast scan

» deep scan Docker /LXD

pSH docker exec

\ Ixc exec

N Unux/Fr;D

Put
-json. /
Amazon Simple

5‘0(390 Service
(s3)

] (2]

View Results
on Terminal

System Operator




Scans without root privilege (except Raspbian)
Just gets the list of installed packages and versions
Compares with vulnerable package lists from vulnerability databases

Just compares versions

just...

openldap.x86_64
openssh.x86_64
openssh-clients.x86_64
openssh-server.x86_64
openssl.x86_64
openssl-devel . x86_64
openssl-libs.x86_64
os-prober.x86_64
pll-kit.x86_64
pli-kit-trust.x86_64
pam. x86_64
parted.x86_64
passwd.x86_64
patch.x86_64
pciutils-libs.x86_64
pcre. x86_64
pcre-devel .x86_64
perl.x86_64
perl-Carp.noarch
perl-Data-Dumper.x86_64
perl-Encode.x86_64
perl-Error.noarch
perl-Exporter.noarch
perl-File-Path.noarch

perl-File-Temp.noarch
perl-Filter.x86_64
perl-Getopt-Long.noarch
perl-Git.noarch
perl-HTTP-Tiny.noarch
perl-PathTools.x86_64
perl-Pod-Escapes.noarch
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.4.40-8.el7
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openldap.x86_64 4.40-8.el7
openssh.x86_64 6.1pl1-22.el7
openssh-clients.x86_64 6.1pl-22.el?
openssh-server.x86_64 .6.1pl1-22.el7
openssl.x86_64 :1.0.1e-51,e17_2.7
openssl-devel.x86_64 :1.0.1e-51.el7_2.7
It is “a little bit” tough openssl-libs.x86_64 1.0.1e-51.e17_2.7
os-prober.x86_64 58-5.el7
. . . . pll-kit.x86_64 .20.7-3.el7
We understand managing package and versioning is a tough task p11-kit-trust.x86_64 20.7-3.€17
_ _ pam.x86_64 .1.8-12.el7_1.1
. . . . /xenial,now 1.7~git20150920+dfsg-4ubuntfl parted.x86_64 .1-23.el7
VerS]On number]ng 1S 1N ChaOS radable to: 1.7~git20150920+dfsg-4ubuntul.16.04.1] passwd.x86_64 .79-4.el7
/xenial ,now 1.7~git20150920+dfsg-4ubunill patch.x86_64 i al7
gradable to: 1.7~git20150920+dfsg-4ubuntul.16.04.1] e T i
Implements all cases /xenial,now 1.7~g1620150920sdfsg-duburl Pere xae gu e A
pgradable to: 1.7~git20150920+dfsg-4ubuntul.16.04.1] . - = y ' =7
. /xenial,now 1.7~git20150920+dfsg-4ubu pcre-devel.x86_64 .32-15.el7.2.1
Fif? (j]Ci! pgradable to: 1.7~git20150920+dfsg-4ubuntul.16.04.1] perl.x86_64 :5.16.3-286.el7
/xenial,now 3.2-1 amd64 [installed,upgradable perl-Carp.noarch -26-244 .e17
1] perl-Data-Dumper.x86_64 .145-3.el7
/xenial,now 1,7~git20150920+dfsg-4ubuntl perl-Encode.x86_64 .51-7.el7
? radable to: 1.7~git20150920+dfsg-4ubuntul.16.04.1] perl-Error.noarch :0.17020-2.el17
' /xenial,now 55.1-7 amd64 [installed,upgradable toy perl-Exporter.noarch .68-3.el7
3 6 20_1 ab1 = 3 6 20_1 2 /now 1.32-3ubuntul.1 amd64 [installed,upgradable @ perl-File-Path.noarch .09-2.el7
sl 7 ciiaalis 7 /now 1:9.10.3.dfsg.P4-8ubuntul.2 amd64 [i perl-File-Temp.noarch 23.01-3.el7
1:9.10.3.dfsg.P4—8ubuntql.10] ] perl-Filter.x86_64 .49-3 . el7
'3.dfsg.PiTgﬁhi;Z;;?i;jdfsg.P4—8ubunful.2 amd64 [installe perl—G?topt-Long.noarch 40-2.e17
/ ‘ /now 1:9.10.3.dfsg.P4-8ubuntul.2 amd64 [instal perl-Glt.nogrch -8.3.1-6.e17.2.1
‘» d 10.3.dfsg.P4-8ubuntul.10] perl-HTTP-Tiny.noarch .033-3.el7
/now 1:9.10.3.dfsg.P4-8ubuntul.2 amd64 [instal] Perl-PathTools.x86_64 .40-5.el7
.10.3.dfsg.P4-8ubuntul.10] perl-Pod-Escapes.noarch 11.04-286.el17
3.6.20-1.ab1>8.6.20-1.2  3.6.20-1.ab1(< 8.6.20-1.2 § L

/xenial-security,now 5.4.0-6ubuntul~16.04.4 amd64

0: 5.4.0-6ubuntul~16.04.6]
/xenial,now 0.11-4ubuntu2 amd64 [installed]

Debian Red Hat /xenial,now 1.13.2+dfsg-5 amd64 [installed,upd
g-5Subuntu2]

/xenial,now 1.5.9-8ubuntul amd64 [installed]



Vuls: deep scan mode

» Needs root privileges (on some 0Ses)

» Slow

» Crawls additional data from installed packages if available
» Changelog

» Why process ChangelLog?
» Changelog is written directly by the developer

» It seems to be relatively credible?

» Security fix logline has relevant CVE ID




Vuls: improving detecting accuracy

One Line Summary

vuls-centos? Total: 274 (High:80 Medium:165 Low:29 7:0) 209

vuls-debian8 Total: 57 (High:6 Medium:44 Low:2 ?:5)

> Vulnerability databases sometimes vuls-ubuntul6é Total: 83 (High:52 Medium:26 Low:5 ?7:0)

One Line Summary (deep scan)

» missrelated CVEID

102
177

) . vuls-centos7? Total: 305 (High:89 Medium:184 Low:32 7:0) 209
» take time to update their contents vuls-debian8 Total: 298 (High:70 Medium:183 Low:16 ?7:29) 102

vuls-ubuntulé Total: 165 (High:88 Medium:61 Low:8 ?7:8)
» lack of affected systems

» Vuls uses as much information about patches/versions

>

» In these case, Vuls can find vulnerable module from other data sources

| think this is a cool idea! :D

177

updatable
updatable
updatable

updatable
updatable
updatable

packages
packages
packages

packages
packages
packages

)




Vuls: supports many distributions

» System commands around packaging are different between distributions

» It is troublesome and tough oecine 5

» But we did! eI
Debian/Ubuntu: dpkg-query
Amazon/RHEL /CentOS: rpm
FreeBSD. pkg
SUSE: zypper

D;bia“ - Alpine Linux

'Ralipll‘)?;: CentOS Fre::’s% pi inunx

upgradable packages Get CVE IDs by using package manager
Deblanlfn'f:l‘u: apt-get fp'uh --ﬂy-;m Ammnég&u:: :::a,d': security
Gptall f updatable packages at on| ‘
unradf:l?d‘ 3 Bt mawbg:‘:":ml:'w muﬂe Gpt alld\angelogsl :fnngd;‘rla:e pa:kaosb’ atonge
&L’i:;ﬂ:‘.?.‘.‘:’.,‘:.“mﬁ'a&“m'.&':. Parse changelogs and get CVE IDs
end loop

Write results to JSON files

| Vulnerability Databasei i
|

|
| e e |
i i— e
! |

Supported OS

DISTRIBUTION RELEASE
Alpine 3.2 and later
Ubuntu 14,16
Debian 7,8,9
RHEL 5,6, 7
Oracle Linux 5,6,7
CentOS 6,7
Amazon Linux All
FreeBSD 10, 11
SUSE Enterprise 12
Raspbian Jessie, Stretch




sanctuary?2 (zsh) @ 381 { sanctuary2 (zsh) @ 382 vuls@vuls-sv-centos... 383
CVE-2015-2806 10. 100 | Stack-based buffer overflow in asnl_der_decoding in
vuls-debian8 (debian8.6) CVE-2015-8812 10. 100 | drivers/infiniband/hw/cxgb3/iwch_cm.c in the Linux
vuls-ubuntule (ubuntul6.04) CVE-2016-5636 10. 100 | Integer overflow in the get_data function in zipimp
v o

CVE-2016-7117 10.0 | Use-after-free vulnerability in the __sys_recvmmsg
6] CVE-2016-9555 10.0 | The sctp_sf_ootb function in net/sctp/sm_statefuns.
Vuls Out ut results to S-im le JSON format CVE-2017-7895 10.0 | The NFSv2 and NFSv3 server implementations in the L
p p ] CVE-2017-8890 10.0 | 100 | The inet_csk_clone_lock function in net/ipv4/inet_c

f1 lf? CVE-2016-6662 mariadb-1ibs-1:5.5.44-2.el7.centos -> 1:5.5.56-2.el7

easy to feed into other systems (DB, CVSS Scores

t]Cket]ng’ etC.) IMPORTANT 8.0/CVSS:3.0/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H redhat
HIGH 10.0/AV:N/AC:L/Au:N/C:C/T:C/A:C
IMPORTANT 7,1/AV:N/AC:H/Au:S/C:C/1:C/A:C

Not]fy by Email and/or Slack when HIGH 10.0/AV:N/AC: L/Au:N/C:C/T:C/A:C
scanning is completed

Summary

. Oracle MySQL through 5.5.52, 5.6.x through 5.6.33, and 5.7.x thr
reporting summary ough 5.7.15; MariaDB before 5.5.51, 10.0.x before 10.0.27, and 10
.1.x before 10.1.17; and Percona Server before 5.5.51-38.1, 5.6.x

before 5.6.32-78.0, and 5.7.x before 5.7.14-7 allow local users

ReSUlt Can be read by TUI to create arbitrary configurations and bypass certain protection
mechanisms by setting general_log_file to a my.cnf configuration.

. NOTE: this can be leveraged to execute arbitrary code with root
I recommend us"ng vulSRepo privileges by setting malloc_lib. NOTE: the affected MySQL versio

n information is from Oracle's October 2016 CPU. Oracle has not c
ommented on third-party claims that the issue was silently patche

d in MySQL 5.5.52, 5.6.33, and 5.7.15. (nvd)

Links
* https://nvd.nist.gov/vuln/detail/CVE-2016-6662
* https://nvd.nist.gov/vuln-metrics/cvss/v2-calculator?name=CVE-2

016-6662




VulsRepo: Visualizer of Vuls

» Visualizer based on the Web

» Main developer: Takayuki Ushida ®@usiusi360

~

Heatmap v || Count Y | CVSSSeverityr CVSS Score v
Family v ServerName * cvssq Low Medium High Unknown
Release v Container v cvss Totals

Score 47 19 21 26 28 33 35 36 4 43 44 46 47 5 51 55 58 61 62 64 65 68 69 71 72 75 76 78 85 9 93 10 Unknown

CvelD ~ | ' ServerName Container

‘ contos_5.1 2| s » 8 + 2082 8 2 f_ﬁ P) 2 1| 6 1] 1[04 % v « s 1 [l el 2
centos_5.2 3 10 % 1 6 4 =2 2 2 24 1 3 1 2. &1 W\ NV & 4| 2 1B 2
centos 5.4 1 " 4 2 2 2 4 20 1] 1| 3! & slm| & 3] 4 7| 7
mm_l.c 2 4 3 1 19 1 3 4 2 1 2 14 4 1 1 7 5 120
centos_5.7 1 6 1 ) k'3 1 56 5 6 1 45 |y 4| 2| 2 5 6 213
centos 5.8 2 4 1 2 » 3 6 15 3|'B| 4| 2| 2 4 6 146
Lastbiodified Date 231606 28
oo ] centos_5.9 1 2 1ou " 3 2 5 3| & 1] 9 5 o
[ 45 ocim) | centos_5.10 13 "3 4 o 4| 1| 1 5 53
Access Vector  Access Complexrty  Authentcation  Confidentiatty Impact  Integrity Impact  Availatity impact
e NN o o NN sz vl e s od W] 4 I :
R —— localhost  centos_6.0 n o2 1 v 3 % 2 L4 w0 2 u '
< uﬂy\m\h( Moy _reject_ana_hew SR 2 ¥~ SMALTLEN i
58 =) EMINLMANIHGLLT, MEMN CHE 1L LIS (N3, C centos_6.1 T 2 B 1 13 3 il 14 65 6 2 2 1
’E ”ﬂ JOFY\" 27, MEp Hwe mie O 0aa Jefeviions 14 v
centos_6.2 7 2 1 1 3 ) 14 57 6 2 2 1
oo ]
MO DATA centos 6.3 7 2, 18 8 1 13 3 60 14 62 6 2 1
centos_6.4 4| 2| & 4 8 1> g 3 a7 10 a s 1 1
centos_6.5 1| 2] 4 % 53 5 3 E) r % 1 7 1
centos_6.6 il 2f 1 n a 3 3 2 31w ? 5 1w
centos_6.7 1 1 1 n 23 3 18 1 1115 7 5 .14
centos_6.8 2 10 2 16 2 8 40
None 2| 2| 4] 3] 9 G 3N 2 7 3| 2 3 2 14 5 2 1 8 3 1M
Totals 2 56 35 145 1 24 6 10 63 - 213 § - 62 3 154 3 10 24 8 38 83 60 603 I 3 74 12 1 60 228 10 5216




VulsRepo: Viewing scanning results

[ VulsRepo

» Viewing charts with dynamic pivot table

» coloring, filtering, etc. =

Heatmap
ScanTime +
Family =
Release +
Changelog
CwelD ~
Plattorm +
CVSS Score -
CVSS (av) *
CVSS (AC) =
CVSS (Au) +
CVSs(C) -
CVSS(l) +

CVSS (A) *

03, Pvot: Package/CVSs-Severity/CvelD/Summary => ServerName = SN Delete Clear =T
Count v11 ++| ServerName +  Contalner + ]
Patkages * ServerName centos?
Contaer Totals
CVSS Severky - T centost 8 centos?. debian ubunty
Packages = CvelD Summary
CvelD * =
Yore! CVE 2014 7208 The changelog command in Apt before 1.0.9.2 allows local users to write to arbitrary files via a symiink attack on 1 1
Summary - 1he changelog tile.
CVE 2014 0478 APT before 1.0.4 does not properly validate source packages, which allows man-in-the-middle attackers to 1 1
download and install Trojan horse packages by removing the Release signature.
Medium | CVE 2014.0488 APT before 1.0.9 does not "invalidate repository data™ when moving from an unauthenticated to suthenticated 1 1
state, which allows remote attackers 1o Nave UNSPCiTied IMPIct via crafted repository data.
t CVE 2014 6273 Buffer overflow in the HTTP ransport code in spt-get in APT 1.0.1 and ewrfier allows man-in-the-middle attackers to ' ]
i Cause 8 Genial of service (crash) of possibly execute arbitrary code via o crafted URL.
CVE 20140487 APT before 1.0.9 does not verify downloaded files if they have been modified s indicated using the If-Modified- U 1
Since header, which has unspecified IMpact and attack vectors,
High CVE 20140428 APT before 1.0.9, when the Acquire::Gripindexes option is enabled, does not validate checksurms, which allows ' ]
remote attackers to execule arbitrary code via & crafted package.
CVE 2014.0450 The apt-get download command in APT before 1.0.9 does not properly validate signatures for packages, which U 1
allows remote attackers to execute arbitrary COG¢ Via a crafted package.
Low CVE 2018 %01 popd in bash might allow local users o bypass the restricted shell and cause a use after froe via a crafted address. 1 1
Bash before 4.4 allows local users to execute arbitrary commands with root privileges via crafted SHELLOPT S and 1 1
bash High cvEteTS L —
Unknown CVE 2016 0634 Unknown 1 1
named in ISC BIND 9.x before 9.9.9-P4, 3.40.x before 9.10.4-P4, and 9.11.x before 2.41.0.P1 allows remote attackers 1 1
CVE 2016 8864 10 cause a denial of service (assertion fallure and dasmon exit) via a DNAME record In the answer section of 3
tesponse (o 3 recursive query, related to db.c and resulver.c.
bind hibs Medium
named in ISC BIND 9.9.9.P4, 9.9.9-56, 9.104 P4, and 9.11.0 P1 aliows remote attackers to cause a denlal of service 1 1
CVE 2018 8147 (assertion fadure and viaa ing an among the DNSSEC related
RRsets.

C  ® usiusi360.github.io/vul

srepo

v

named in 1SC BIND 9.x before 9.0.9 P4, 9.10.x before $.10.4 P4, and 8.11.x before 9.11.0 P1 allows remote attackers




VulsRepo: CVSS score viewer with chart

» You can read vulnerability description
» Description summary
» CVSS score
» CVSSv2, CVSSv3 radar chart
>

related resource links

0001/vulsn

CVE-2016-10009

CVSS Detail

Main

Type  Score®@  Summary LastModified
Date

2017-01-06

CvssV2 CvssV3

)| Untrusted search path vuinerabiity in ssh-agent ¢ in ssh-agent in OpenSSH before 7.4 e 3w ) Redratv2
allows remote attackers to execute arbitrary local PKCS#11 modules by leveraging control

over a forwarded agent-socket

OpenSSH 0D ssh-agent & ssh-agent ¢ (Ti3. mu::wyéwr:}sm%ém. & 017016
| B0 - TL0 PRCS#11 £22 ~LERITSNIRWERELET.

OpenSSH is an SSH protocol implementation supported by a number of Linux. UNIX. and ~ 2017-08-01

«age

Fa

RogHat 46
v2) (Moderate) similar operabing systems. It includes the core files necessary for both the OpenSSH chent 2

and server The following p have been upgraded 1o a later up version
openssh (7.4p1). (BZ#1341754) Security Fix{es). * A covert timing channel law was found g 1

in the way OpenSSH handied authentication of non-existent users. A remote ‘\

unauthenticated attacker could possibly use this flaw to determine vaiid user names by
measunng the timing of server responses, (CVE-2016-6210) * It was found that OpenSSH
did oot limit langths for Aremote ” H »
attacker could use this flaw to temporanly tngger high CPU consumpbion i sshd by sending Tehegry impact(l) \ A’.M)
long passwords. (CVE-20166515) * It was found that ssh-agent could load PKCS#11
madules from arbitrary paths. An attacker having contral of the forwardod agant-socket on
RodHat 88 the server, and the abdty to wiilte (o the flesystem of the clrent hosl, could use this flaw 1o
v3) (Moderate) execute arbitrary code with the privileges of the user running ssh-agent (CVE-2016-10009)
* It was found that the host private key matenal could possibly leak to the privilege
separated child processes via re-allocated memory. An attacker able to compromese the
privilege-separated process could therefore obtain the laaked key information (CVE-2016-
10011) * It was found that the boundary checks in the code implementing support for pre-
authentication compression could have been optimized out by certain compilers. An
attacker able to compeomisa the privilege-soparated process could possibly use this flaw for
further attacks against the privileged mondor process, (CVE-2016-10012) Addibonal
Changes For detailed information on changes in this releasa. see the Red Hat Enterpnise
Linux 7.4 Release Notes finked from the References section

NO DATA asnas
NO DATA

NVD [CWE-426] (MITRE / JVN)

Confidentiaity imosctiC)

CwelD

Links
MITRE / CveDetails / CVS8v2 Caluclator / CVSSv2 Caluciator / OracleLinux / RedHat Network
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VulsRepo: viewing CVE and scan details

» CVE information and ChangelLog

Confidence-DetectionMethod @ Confidence-Score @

| ChangelogExactMateh 95

ServerName ContainerName PackageName

centos? cenlost 8 bash-4 1240e6=>41248¢l6

Changelog @
" Wed Feb 15 12:00:00 2017 Siteshwar Vashisht <svashishtgiredhat.com> - 4.1.2-48
- Fix signal handling In read builtin
Resolves: #1421926

* Mon Dec 12 12:00:00 2016 Siteshwar Vashisht <svashisht@redhat.com> - 4.1,2-47
- CVE*2018-9401 - Fix crash when "' is passed as second sign to popd
Resolves: #1396383

* Mon Dec 12 12:00:00 2016 Siteshwar Vashisht <svashisht@redhat.com> - 4.1.2-46
CVE-2016-7843 - Fix for arbilrary code execution via SHELLOPTS+PS4 variables
Resolves. #1379630

* Mon Dec 12 2016 @redhat.com> - 4.1.2-45
- GVE2016°0834 - Fx for arblirary code execution via malicious hostname
Resolves: #1377613

* FriDec 9 12:00:00 2016 Siteshwar Vashisht <svashishtgredhat.com> - 4.1.2-44
- AvOId crash In parameter expansion while expanding long strings
Resolves; #1359142

* FriDec 2 12:00:00 2016 Siteshwar Vashisht <svashisht@redhat.com> - 4.1.2-43
- Stop reading input when SIGHUP is received
Resolves. #1325753



Reports in a local language

» Vuls and VulsRepo can show report in a local language
» JVN (Japan Vulnerability Notes) DB has many records in Japanese
» Operators can read vulnerability reports in Japanese language!

» It is very important for Japanese people ;)

» We can support any other local languages
» but we don’t know documentations in other languages
» because we can’t read them
» Please let me know information sources in your language

» we will make it readable with Vuls and VulsRepo




(near) Future work

» More improvement in detection accuracy

» Please let me know vulnerability information databases that we miss
» Scanning Cisco products with OVAL

» Router, Switch, ...

» PoC is working (written in Perl)

» Accessing policy of network infrastructure is different from servers

» | am thinking with implementation policy
» Report in your language

» Please send request with the local resource information




Thanks!

» Vuls: https://vuls.io/
» Join Slack: http://goo.gl/forms/xm5KFo35tu

» VulsRepo: https://github.com/usiusi360/vulsrepo

\ Vuls$



https://vuls.io/
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